Abstract-Consider a full-duplex (FD) multiuser system where an FD base station (BS) is designed to concurrently serve both downlink and uplink users in the presence of half-duplex eavesdroppers (Eves). The target problem is to maximize the minimum secrecy rate (SR) among all legitimate users. A novel user grouping-based fractional time allocation is proposed as an alternative solution, where information signals at the FD-BS are accompanied by artificial noise to degrade the Eves' channels. The SR problem has a highly non-concave and non-smooth objective, subject to non-convex constraints due to coupling between the optimization variables. Nevertheless, we develop a path-following low-complexity algorithm, which involves only a simple convex program of moderate dimensions at each iteration. Numerical results demonstrate the merit of the proposed approach compared to existing well-known ones, i.e., conventional FD and FD non-orthogonal multiple access.
I. INTRODUCTION
By enabling simultaneous transmission and reception on the same channel, full duplex (FD) radio, which has the potential of doubling the spectral efficiency compared to its half-duplex (HD) counterpart, has arisen as a promising technology for 5G wireless networks [1] , [2] . The major challenge in designing an FD radio is to suppress the self-interference (SI) caused by the signal leakage from the downlink (DL) transmission to the uplink (UL) reception on the same device to a suitable level, such as a few dB above the background noise. Fortunately, recent advances in hardware design have allowed the FD radio to be implemented at a reasonable cost while canceling a major part of the SI through analog circuits and digital signal processing [3] .
Wireless networks have a very wide range of applications, and an unprecedented amount of personal information is transmitted over wireless channels. Consequently, wireless network security is a crucial issue due to the unalterable open nature of the wireless medium. Physical-layer (PHY-layer) security can potentially provide information security at the PHY-layer by taking advantage of the characteristics of the wireless medium. An effective means to deliver PHY-layer security is to adopt artificial noise (AN) to degrade the decoding capability of the eavesdropper (Eve) [4] , [5] . Notably, with FD radio, we can exploit AN even more effectively [4] . With the FD radio at a base station (BS), communication secrecy can be achieved for both UL and DL transmissions. In [6] , joint information and AN beamforming at the FD-BS was investigated to guarantee the security of a single-antenna UL user and DL user. However, this work assumed that there is neither SI nor co-channel interference (CCI) caused by an UL user's signal to a DL user, which is highly idealistic. Therefore, an extension was proposed in [7] by considering both SI and CCI. The work in [8] analyzed a trade-off between DL and UL transmit power in FD systems to secure multiple DL and UL users. However, in practice, the harmful effect of SI cannot be neglected if it is not properly controlled, and is proportional to the DL transmission power. Additionally, the CCI may become strong whenever an UL user is located near DL users. These shortcomings limit the performance of FD systems [6] - [8] .
In this paper, we propose a new transmission design to further resolve the practical restrictions mentioned above. Specifically, the near DL users and far UL users are served in a fraction of the time block, and then FD-BS employs the remaining fractional time to serve near UL users and far DL users. It is worth noting that the effects of SI, CCI and multiuser interference (MUI) are clearly reduced. On the other hand, FD-BS can effectively perform transmit beamforming even if the number of DL users exceeds the number of transmit antennas because the number of users that are served at the same time is effectively reduced. There are multiple-antenna eavesdroppers that overhear the information signals from both DL and UL channels. We are concerned with the problem of jointly optimizing linear precoders/beamformers at the FD-BS and allocating the UL transmit power, as well as the fractional time (FT) to maximize the minimum secrecy rate (SR) among all users subject to power constraints. In general, such a design problem involves optimization of highly non-concave and nonsmooth objective functions subject to non-convex constraints, for which the optimal solution is difficult to find. The main contributions of the paper are summarized as follows: 1) We propose a new transmission model for FD security to simultaneously optimize both DL and UL information privacy by exploring user grouping-based fractional time model; this helps manage the network interference more effectively than aiming to focus the interference at Eves; 2) We propose a pathfollowing computational procedure to maximize the minimum SR by developing a new inner approximation of the original non-convex problem. The convex program solved at each iteration is of moderate dimension, and thus is computationally efficient; 3) Numerical results show that the proposed FD scheme provides a substantial improvement of the SR per- formance over the conventional FD and FD non-orthogonal multiple access.
Notation: X , X and Tr(X) are the Hermitian transpose, normal transpose and trace of a matrix X, respectively. ∥ ⋅ ∥ F , ∥ ⋅ ∥ and | ⋅ | denote the Frobenius matrix norm, Euclidean norm of a vector, and absolute value of a complex scalar, respectively. ℜ{⋅} represents the real part of the argument.
II. SYSTEM MODEL AND PROBLEM FORMULATION

A. Signal Processing Model
Consider a multiuser communication system illustrated in Fig. 1 , where the FD-BS is equipped with t transmit antennas and r receive antennas to simultaneously serve 2 DL users and 2 UL users over the same radio frequency band. Each legitimate user is equipped with a single antenna to ensure low hardware complexity. The communications of both DL and UL are overheard by non-colluding Eves, where the -th Eve has , antennas. Herein, we use a natural and efficient divisions of the coverage area [9] by dividing users into two zones. To lighten the notation, we assume that there are DL users and UL users located in a zone nearer the FD-BS (referred to as zone-1 of near users), and DL users and UL users are located in a zone farther from the FD-BS (called zone-2 of far users).
In this paper, we split each communication time block, denoted by , into two sub-time blocks orthogonally. As previously mentioned, in order to mitigate the harmful effects of SI, CCI and MUI, near DL users and far UL users are grouped into group-1, and far DL users and near UL users are grouped into group-2. During the first duration (0 < < 1), users in group-1 are served while users in group-2 are served in the remaining duration (1 − ) . Although each group still operates in the FD mode, the intergroup interference, i.e., interference across groups 1 and 2, can be eliminated through the FT allocation. Without loss of generality, the communication time block is normalized to 1. Upon denoting ≜ {1, 2, ⋅ ⋅ ⋅ , } and ℒ ≜ {1, 2, ⋅ ⋅ ⋅ , }, the sets of DL and UL users are ≜ ℐ × and ≜ ℐ × ℒ for ℐ ≜ {1, 2}, respectively. Thus, the -th DL user and the ℓ-th UL user in the -th group are referred to as DL user ( , ) and UL user ( , ℓ), respectively.
1) Received Signal Model at the FD-BS and DL Users:
We consider that the FD-BS uses a transmit beamfomer w , ∈ ℂ t ×1 to transfer the information bearing signal , , with {| , | 2 } = 1, to DL user ( , ). The FD-BS also injects an AN to interfere with the reception of the Eves as: x = ∑ =1 w , , + v for DL users in group-, where v ∈ ℂ t ×1 , = {1, 2} is the AN vector whose elements are zero-mean complex Gaussian random variables, i.e., v ∼ (0, V V ) with V ∈ ℂ t × t . The received signal at DL user ( , ) can be expressed as
where h , ∈ ℂ t ×1 is the transmit channel vector from the FD-BS to DL user ( , ). In (1), the term ∑ ℓ=1 , ,ℓ ,ℓ˜,ℓ represents the CCI from UL users to DL user ( , ), where , ,ℓ ∈ ℂ, ,ℓ and˜, ℓ with {|˜, ℓ | 2 } = 1 are the complex channel coefficient from UL user ( , ℓ) to DL user ( , ), transmit power and message of UL user ( , ℓ), respectively. , ∼ (0, 2 ) denotes the additive white Gaussian noise (AWGN) at DL user ( , ). By defining 1 := and 2 := 1− , the information rate decoded by DL user ( , ) in nat/sec/Hz is given by [10] D , (X , ) = ln
where
The received signal at the FD-BS for reception of UL users in the -th group can be expressed as
where g ,ℓ ∈ ℂ r ×1 is the receive channel vector from UL user ( , ℓ) to the FD-BS. The term √ SI ∑ =1 G SI w , , in (3) represents the residual SI after cancellation in analog and digital domains; G SI ∈ ℂ × denotes a fading loop channel which impairs the UL signal detection at the FD-BS due to a concurrent DL transmission and 0 ≤ SI < 1 is used to model the degree of residual SI. n , ∼ (0, 2 I r ) denotes the AWGN at the FD-BS. We adopt the minimum mean square error and successive interference cancellation (MMSE-SIC) decoder at the FD-BS [11] . Hence, the information rate in decoding the UL user ( , ℓ)'s message is given by [10] U ,ℓ (X , ) = ln
2) Received Signal Model at Eves:
The information signals of group-leaked out to the -th Eve during the FT can be expressed as denotes the AWGN at the -th Eve. The information rates at the -th Eve, corresponding to the signal targeted for DL user ( , ) and UL user ( , ℓ), are given by
B. Optimization Problem Formulation
We aim to jointly optimize the transmit information vectors and AN matrices (X ≜ {X 1 , X 2 }), along with the FT ( ≜ { 1 , 2 }) to maximize the minimum (max-min) SR. The optimization problem can be mathematically formulated as maximize
with [ ] + ≜ max{0, }. Constraint (7b) merely means that the total transmit power at the FD-BS does not exceed the power budget, max [10] , [12] , while constraints in (7c) are individual power budgets at the UL user ( , ℓ), max ,ℓ . III. PROPOSED OPTIMAL SOLUTION Similarly to prior work dealing with the resource allocation in FD systems, perfect instantaneous channel state information (CSI) of the legitimate users is assumed to be available at the transmitters [2] , [10] . On the other hand, we consider that Eves are always passive and do not transmit. In this case, we assume that only the statistics of CSI (SCSI) for Eves (i.e., the first-and second-order statistics) are available at the transmitter [13] , i.e.,
A. Equivalent Transformations for (7)
We first introduce the new variables and
to equivalently re-write (7) as: maximize
Problem (10) 
(13b) Since SCSI for Eves is unbounded and random, for a safe design as in [5] , we consider the replacement of constraints (10d) and (10f) by their minimum outage requirement
where , and˜, ℓ are given values. From (13) and (14), and by substituting (11) and (12) to (7b)-(7c), the optimization problem (10) is equivalently re-expressed as maximize (12), (13), (14), (15b)
B. Proposed Convex Approximation-Based Iterations
Before proceeding further, we note that except for (7d), (12) and (15e), the constraints are non-convex. The proposed method is mainly based on an inner approximation framework [14] to handle the non-convex parts.
Convex Approximation of Constraints (13): We first introduce the following inequality at a feasible point (
:
for all > 0,
, and C ( )
. The proof of (16) is omitted due to space limitation. In the spirit of [15] , for 
) , and
. We make use of the inequality ∥x∥
( ) ∈ ℂ due to the convexity of the function ∥x∥ 2 to further expose the hidden convexity of (18) as ln
. Note that
. As a result, (13a) can be iteratively replaced by the following convex constraint:
By defining
the left hand-side (LHS) of (13b) is lower bounded at the feasible point (
is a concave function, which agrees with U ,ℓ (X , ) at the feasible point
. Thus, the constraint (13b) can be iteratively replaced by
Convex Approximation of Constraints (14) : For a given feasible point ( ) , the following inequality holds true:
where a( 
with
To evaluate (14a) and (14b), we first introduce the following lemma.
Lemma 1: Assuming all Eves have the same channel properties and are independent, (14a) and (14b) are respectively converted into the following constraints:
w ,H w ,
and
Proof: See the Appendix.
We note that constraint (26) is still non-convex but can be further shaped to take the equivalent form:
are new variables. For (28a), its LHS is a quadratic-over-affine function (which is convex) and the first term of the right hand-side (RHS) is a quadratic function. Then, we iteratively replace (28a) by
where¯(
is the inner approximation of¯, , (X ). By using (24), (28b) holds that a(
For (
where 2 is linearized as ( ) (2 − ( ) ). As a result, the following inequality holds: a(
32) which is the convex approximation of (30).
By following steps (28)-(32), we equivalently decompose (27) into the following set of convex constraints:
Inner Approximation of Power Constraints (15c) and (15d): By applying [10, Eq. (21) ], the inner convex approximations for the non-convex constraints (15c) and (15d) are given as
In summary, the following convex program, which is an inner approximation of (15), is solved at the -th iteration: maximize (12), (15e), (17), (20), (21), (23), (29), (32), (33), (34),
,ℓ } ∈ℐ, ∈ ,ℓ∈ℒ . The proposed Algorithm 1 outlines the steps to solve (15) . This algorithm yields a nondecreasing sequence of objective values, i.e.,
that is provable convergent since the convex approximations satisfy the properties listed in [14] .
Generation of the initial points:
Initialized by any feasible (X (0) , (0) ) to the convex constraints {(7d), (12) , (15e), (17) 
IV. NUMERICAL RESULTS
A small cell topology with 4 DL users ( = 2), 4 UL users ( = 2) and = 2 Eves is used in the numerical examples. The radius of the small cell is set to 100 m with inner circle radius of 50 m. 2 DL users and 2 UL users are randomly located in zone-1 and the remaining 2 DL users and 2 UL users are randomly located in zone-2. An Eve with , = 2 antennas is randomly placed in each zone. Unless stated otherwise, the parameters regarding the FD transmission take the values provided in Table I , which follow the 3GPP specifications [3] . The entries of the fading loop channel G SI are generated as independent , where L ∈ {h , , g ,ℓ , H , g , ,ℓ } and the entries ofL follow (0, 1). For comparison, we consider three existing schemes: ( ) "Conventional FD": under which all DL and UL users are simultaneously served during the entire communication time block (i.e., without considering fractional times and user grouping [8] ); ( ) "FD nonorthogonal multiple access (FD-NOMA)": under the same system model with "Conventional FD," the DL transmission can adopt NOMA [9] to further improve its performance; ( ) "HD": an HD system is considered where the HD-BS uses all antennas = t + r to serve all DL and UL users, albeit in two separate communication time blocks. In such a case, there is no SI and CCI; however, the effective SR suffers from a reduction by half. Fig. 2(a) depicts the average max-min SR versus the FD-BS transmit power for different resource allocation schemes. We set , = 0.99, ∀( , ) ∈ and˜, ℓ = 0.99, ∀( , ℓ) ∈ to guarantee secure communications in both directions. In Fig. 2(a) , we also plot a benchmark of the proposed FD scheme, assuming perfect CSI for the Eves. As seen, the proposed FD and FD-NOMA schemes outperform the others due to the efficient proposed design and SIC, respectively. The SR of the proposed FD scheme also approaches that of the benchmark when max increases. This is because the proposed FD scheme aims to manage the network interference to improve the SR rather than concentrating the interference at Eves. At max = 26 dBm, significant gains of up to 126.8%, 57.1% and 45.5% are offered by the proposed FD scheme compared to conventional FD, HD and FD-NOMA, respectively. These results confirm that the proposed FD scheme is more robust and reliable in the presence of partially known Eves' CSI than the others.
In a practical scenario, the DL and UL traffic demands in current generation wireless networks are typically asymmetric. Thus, we consider the following optimization problem: maximize
